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1 - Introduction

In recent years Hacking has become a serious problem, especially
with Covid happening and everyone has been working from home.
This project is being conducted to show how easy/hard it is for a
hacker to gain access to devices within a home network, in which 3
devices have been choosing which are a WAP (wireless access-point),
Computer and smart phone.
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Figure 2 — MetaSploit

3 — Research

Research was conducted within multiple aspects in order to gain a
high level of knowledge to complete this project. In order to doo this
project | had to improve my knowledge within hacking such as tools
used for certain scenarios, for example “Fern WIFI Cracker” being
used within Routers and Wireless Access Points, and MetaSploit being
used to hack computer and smart phones. Improvement was needed
with knowing the weaknesses of each device and so on.
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Figure 1 — Fern WIFI Cracker

2 - Aims & Objectives

The aim of this research is to attempt to hack a HN
to test the security features of the system and
devices in order to find and exploit vulnerabilities.

The main objectives are as followed: -

Perform a review of existing research on HN, Smart
devices, the security features which are involved,
and hacking tools and software which are used in
hacking such networks.

Create a hybrid virtual/physical network with
connected physical HN devices.

Attempt to find and exploit vulnerabilities within
the home network using the chosen tools and
methods and report the results.

Offer recommendations for securing HN based on
findings.
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Figure 4 — Kali Linux

Figure 3 — Oracle VM

5 - Conclusion

Overall the project was a success, this conclusion is based off of
the result, which were three successful hacks. The aims and
objectives set for this project were achieved. The hacker was able
to gain access to the three devices (WAP, Computer and Smart
Phone) and were able to exploit them further.

Opportunities for improvements for further attacks would be to
use other tools, explore further because only pre-installed tools
were used within this project, and having anti-virus software
would have made the hack more challenging, that is another
improvement which could be used for future purposes.

4 — Implementation

This project was done within a virtual network (Oracle VM
VirtualBox) using Kali Linux as a operating system, the
reason for this is because Kali Linux comes with pre-
installed tools in which they were used (Fern WIFI Cracker
and MetaSploit).




